[IpakTnueckas padbora Ne2

MOJIEJIb HAPYIIUTEJA UH®OPMAIIMOHHOM BE3ONTACHOCTH

Heas padoTpl. M3yunTh METONUKY MOCTPOEHHSI MOJENW HAPYLIMTENS WH-
(dopmarmonHoii G6e3onacHocTr. [IponsBecTn KiacCH(pUKALUIO ONPEAEIEHHOro
HapyUIUTENS U TIOCTPOUTH €r0 MOJENb.

KpaTKne CBCICHUSA M3 TCOPUH

Monenr Hapymmrteiass mHGOPMAUMOHHOI 0e30MacHOCTHM — 3TO Habop
MPEINONOKEHH 00 OJHOM HJIM HECKOJIbKHX BO3MOXKHBIX HAPYIIUTENAX HHPOP-
MAallMOHHOM 0€30MacHOCTH, MX KBalH(UKAIMK, TEXHUYECKHX M MaTepUalIbHBIX
CpenCTBax U T. 1.

[TpaBuibHO pa3paboTaHHasi MOJENb HAPYIIUTENs SIBISETCS TapaHTHEeH To-
CTPOCHHSI aICKBATHOW CHCTEMbI obecriedeHusi HHPOPMAITHOHHOH 6e30MacHOCTH.
Omnupasch Ha MOCTPOCHHYIO MOJIENb, YK€ MOKHO CTPOHTH aICKBATHYIO CHCTEMY
nH(OPMALIMOHHO# 3aIHTHI.

Yame Bcero crpoutcs HepopMabHas MOIEIb HapyLIUTENs, OTpa)karomas
NPUYMHB 1 MOTUBBI JEHCTBUH, €ro BO3MOXKHOCTH, allpHOPHBIE 3HAHMS, Ipecie-
JyeMble IIeJIH, UX NIPUOPUTETHOCTD Ul HAPYIIUTEINs, OCHOBHBIE ITyTH JOCTHXKE-
HHS IIOCTaBJICHHBIX IIeJIeil: CrocoObl peanu3alyy MCXOAALIMX OT HEro yrpos,
MECTO M XapakTep IeHCTBHS, BO3MOXKHASI TAKTHKA U T. 1. J[s moCTHXKeHus mo-
CTABJICHHBIX LeJied HapyIIUTENb JODKEH NPUIOKHUTH ONMPENCICHHBIE YCHINSI U
3aTpaTUTh HEKOTOpbIe pecypchl. Hampumep, Monens HapymuTens MOXKeET OBITh
npencraBiieHa B GpopMe TabNUIBL, KOTOPask OMUCHIBAET XapaKTEPUCTUKH HEKOTO-
poro Hapymwmrens (tadnuna 1).

Tabnuya 1 — dopma npeIcTaBJIeHHs MOIEN HAPYIIMTe sl HH(POPMAIMOHHON (e30MacHOCTH

XapaKTepucTHKa Hapymmutens
BpranciurenbHas MOIMIHOCTh TEXHHIECKHUX CPEACTB
JloCTyIl K HHTEpHETY, THI KaHAJIOB JOCTYIa
DHHAHCOBBIE BO3MOKHOCTU
YpoBens 3Hanwmii B obnactu IT
Vcnosp3yeMble TeXHOJIOTHU
3HaHUS 0 HOCTPOSHUH CHCTEMBI 3aIUTHI 00 beKTa
IIpecnenyemble nenu
Xapakrep AeHCTBHH
I'my6uHa IPOHUKHOBECHHS

OmpenenvB OCHOBHBIE NPHYMHBI HAPYIICHUH, MPENCTABIAETCS BO3MOMKHBIM
OKa3aTh Ha HUX BIMSHHE WM HEOOXOAMMBIM 00pa3oM CKOPPEKTHPOBAaTh TPebo-
BaHMS K CHCTEME 3aIINUTHl OT JaHHOTO THMa yrpo3. IIpu aHannse HapymieHuid 3a-
IIUTHl HEOOXOMUMO YAESITh BHUMAaHHE CYOBEKTY (JIMYHOCTH) HApPYLIMTEIS.



YcrpaneHue IpUYMH WM MOTHUBOB, MMOOYAMBIINX K HapyIICHHUIO, B JaJbHEHUIIEM
MOXET IIOMOYb N30eXKaTh IOBTOPEHMS ITOI00HOT0 CITydasl.

Mopnenb MOXeT OBITh HE OJHA, 1IeIeCO00pa3HO MOCTPOUTH HECKOIBKO OTIH-
YaroUIUXcsl MOJIENEH pa3HbIX THIIOB HapyInuTeaed nH(popManoHHOH Oe30macHo-
CTH O0BEKTA 3aLIUTHI.

Jnist mocTpoeHnsT MOIENH HapyIIMTENsl WCIIONb3yeTcss MH(OpPMAaLus, IONy-
YeHHasl OT CIIY)KO 0€30MacHOCTH W aHAJIMTHYECKUX TPYMIL, JaHHBIE O CYIECTBY-
IONIMX CPeICTBax JNOCTyna K MH(opManuu u ee o0paboTKH, O BOBMOXHBIX CITO-
co0ax IepexBaTa JIaHHBIX Ha CTa[HsX UX IMepeiadr, 00pabOTKH M XpaHeHUH, 00
00CTaHOBKE B KOJUIEKTHBE M Ha OOBEKTE 3aIUTHI, CBEACHUS O KOHKYPEHTax U
CUTyallMl Ha pBIHKE, 00 MMEBIIUX MECTO CBEPIIMBIIMXCS CIy4asX HapyIeHUs
nH}poOpMaMOHHOH 6e30MacHOCTH | T. II.

Kpome 3Toro oneHuBaroTcs peanbHble ONEpaTUBHbIE TEXHUYECKHE BO3MOXK-
HOCTH 3JIOYMbBIINIJICHHUKA JIJIs BOS}leﬁCTBHﬂ Ha CUCTEMY 3alllUThI UJIK Ha 3aliyila-
eMblii 00beKT. [lof TeXHUYEeCKNMH BO3MOXKHOCTSIMH MOJpa3yMeBaeTcs epeyeHb
Pas3IMYHbIX TEXHUYECKUX CPEACTB, KOTOPBIMU MOXKET pacriojiaraTb HapymuTesb B
npolecce COBEpIICHHS JISHCTBUIA, HANPaBICHHBIX POTHB CUCTEMbI HH(OpMaIy-
OHHOM 3aILUTBI.

B mocnenHee BpeMs Mozenb HapymHTeds MHGOPMALMOHHON 0e30M1acHOCTH
nepecTaer ObITh MPOCTOH (HOPMAILHOCTHIO 1 HAYMHAET OKa3bIBATh OONBIIOE BIH-
SHHE Ha NepedYeHb AKTYalIbHBIX Yrpo3 s MH(OpPMalMOHHOW cucTeMbl. B me-
pedHe yrpo3 [y HHGOPMAIMOHHOW CHCTEMbI IS KaXKJ0i yrpo3bl 3aiaH THIl U
MOTEHIMAJ HAPYILIMUTENs, KOTOPBIf MOJKET €€ pean30BaTh. 3a CUET ITOro ycTa-
HaBIIMBAETCA B3aMMOCBA3b MEXIy MEPEUHAMH YIPO3 M HapyMIHUTENIsIMH HHQOp-
MaIMOHHOH 0e30MacHOCTH.

IToTeHuag HapymmMTeJsi MOXXET OBITh BBICOKMM, CPEAHUM HIM HHU3KHM.
Jia kaxmoro U3 BapuaHTOB 3aJaH CBOI HAOOp BO3MOXKHOCTEH.

Tak, HapymuTenn ¢ HHU3KHUM TOTEHIMAJIOM MOTYT Ul peali3aluy aTak
HCIIONB30BaTh MH(GOPMAIMIO TOJIBKO M3 OOIIENOCTYIHBIX UCTOYHHKOB. K Hapy-
LIUTEISIM C HU3KUM MOTEHIAJIOM MOXKHO OTHECTH JIOOBIX BHEUIHMX JIHI, & Tak-
K€ BHYTPEHHHUH IepCOHAI U MOb30BaTenel MHPOPMAMOHHON CHCTEMBI.

BHenrHne HapymmTeny, K KOTOPIM MOTYT OTHOCHTBCS M OBIBILIHE COTPYIHH-
KH{, IMEIOT BO3MOXKHOCTh CAMOCTOSITETIFHO CO3J]aBaTh CIOCOOBI aTaK, IPOBOAUTH
MX TOATOTOBKY M PEAIM3AIMI0 TOJBKO 3a IMPEAENaMU KOHTPOIUPYEMOW 30HBI
BHyTpeHHUi nepcoHan nMeeT BO3MOXHOCTh ITPOBOANTH ATAKH B IIPEAENTAX KOH-
TPOIUPYEMOH 30HBI C BOSMOXKHBIM (PM3MYIECKHM JOCTYIIOM K AIMapaTHBIM Cpel-
CTBaM, Ha KOTOpPBIX peanm3oBaHa VIC, B 3aBUCMMOCTH OT BEIMYHHBI INTATHBIX
TIOJTHOMOYH .

Hapymutenu co cpe THUM NOTEHIHAIOM HUMEIOT BO3MOXHOCTb MPOBOJUTH
aHaJM3 KOZa MPHKJIaIHOTO IPOrPaMMHOT0 00ECIIeYeHNs], CAMOCTOSTEIIHHO HaXO0-
JUTh B HEM YS3BUMOCTH W HCITONB30BaTh MX. K TakMM HapymmTensiM MOXKHO OT-
HOCHUTBH TEPPOPUCTHUECKHE W KPUMHUHAIBHBIE TPYIITEI, KOHKYPHPYIOIIAE OpraHu-
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3alud, aJMHHHCTPATOPOB CHUCTEeMBI M pa3paborunkoB [10. OTtm HapymmTenn
HMMEIOT BO3MOXXHOCTH IPHUBJIEKATH CIIEIUAIMCTOB C OMBITOM Pa3paOOTKH U aHAH-
3a crucTeM KoMIuTeKCHOH 3anmtsl nHpopMmanun (CK3W) (BkiIrouas cnenuanicToB
B 00JIaCTH MCIOJIB30BaHUS JUIA pealu3allud aTaK aHaJld3a CUTHAJIOB JIMHEIHON
repeiadyd ¥ CUI'HAJIOB IMMOOOYHOrO 3JIEKTPOMArHUTHOTO M3JIyYeHHs! M HaBOJOK, a
TaKKe HEIOKYMEHTHPOBAHHBIX BO3MOXHOCTEH IPHUKIATHOTO IPOrPaMMHOIO
obecrieueHus).

HapymunTenn ¢ BBICOKHM HOTEHIIMAIOM UMEIOT BO3SMOKHOCTh BHOCHTH 3a-
KJIaJIKd B IIPOrPaMMHO-TEXHHYECKOE 00ecIieueHne CHCTEMBbI, TIPOBOAMTH CIIEIH-
QJIbHBIE MCCJICOBAHHSI U NPUMEHATH CIIEIHaIbHbIE CPEICTBA MPOHUKHOBEHUS U
noObiBanus MHGopManuu. K TakuM HapymuTensiM cileqyeT OTHOCHTH TOJBKO
WHOCTpaHHBIE M OTEUECTBEHHBIE CIEeNCiyKObl. OHU NMEIOT BO3MOXKHOCTH HPH-
BJIEKATh CIENUAIUCTOB, UIMEIOIINX OIBIT pa3padboTku u aHann3a CK3U (Bxitouast
CHELUATKCTOB B O0JIACTH HMCIIOJIb30BAHMS YISl PeaM3alii aTak HelOKYMEHTH-
POBaHHBIX BO3MOXKHOCTEW aIrmapaTHOro W MPOrpaMMHOTO KOMITOHEHTOB CpEJibl
¢ynximonuposanust VC).

Knaccuduxanus HapyumTeseid uagopmanuonHoi 6e3onacnoctu. Hapy-
LINTENHU ObIBAIOT BHYTPEHHUMH M BHEIIHUMH.

Cpenu BHYTp €HHU X HapylIuTeleil B MEPBYIO O4epeb MOKHO BbIJICITHUTH!

—HEMOCPEACTBEHHBIX I0Jb30BaTeIell M OIepaTopoB MH(OPMALMOHHOHW CH-
CTEMBI, B TOM YHUCIIE PYKOBOAUTENEH pa3InYHbIX YPOBHEI;

— a/IMMHUCTPATOPOB BBIYUCIUTENBHBIX CeTel 1 MH()OPMAIMOHHOM Oe30MacHOCTY;

— IIPUKJIAIHBIX U CUCTEMHBIX ITPOrPaMMHCTOB;

— COTPYAHHUKOB CITy»KObI O€30I1aCHOCTH;

—TeXHUYECKUI TepcoHal MO OOCTYXHMBaHHMIO 3JIaHMH M BBIYHCIUTEIBHON
TEXHUKH, OT YOOPIIHIBI 10 CEPBUCHOIO HHXKEHEPa;

— BCIIOMOTaTeJILHBIN IEPCOHA U BPEMEHHBIX Pa0OTHHKOB.

Cpenu npuduH, NOOYKIAIOLUINX COTPYAHUKOB K HEIPABOMEPHBIM JIEHCTBHSM,
MOXHO yKa3aThb:

— 0€30TBETCTBEHHOCTb,

— OIIMOKHM TOJIb30BATENIEH U aIMHUHUCTPATOPOB;

— IEMOHCTPALIHIO CBOETO IPEBOCXOACTBA (CaMOYTBEpKICHHE);

— «boprOY c cucTeMoiy;

— KOPBICTHBIE HHTEPECHI TTOJIb30BATEIEH CHCTEMBI;

— HEZIOCTATKH NCIIOIb3yEMBIX HH()OPMAMOHHBIX TEXHOIOTHH.

I'pynmy BHe I HU X HapyLIUTENEH MOTYT COCTABIISATD:

— KJIMCHTHI;

— IIpUTJIANICHHBIE TTOCETHTEINN;

— IIpeJICTaBUTENN KOHKYPHPYIOIINX OpraHN3alHi;

— COTPYAHUKH OPTaHOB BEIOMCTBEHHOT'O Ha/[30pa M YIPaBIICHHUS;

— HapyIIUTEIH IPOIYCKHOTO PEXIMA;
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—HaOJII0AaTeNH 3a IpeeslaMi OXpaHIeMOi TeppUTOPHH.

IomuMoO 3TOr0 KITacCU(UKAIIMIO MOYKHO POBOHTH TIO CIICAYFOIM TTapaMeTpaM.

Ncnonbp3yeMble METOABl U CpEACTBA:

— cO0Op MHPOPMALIUH U JAHHBIX;

— [IaCCHUBHBIE CPEACTBA NIEPEXBATa;

—MCIIOJIB30BaHUE CPEACTB, BXOSIINX B HHYOPMAIIOHHYIO CUCTEMY WJIH CH-
CTeMY €€ 3alllUThl, U UX HEJOCTAaTKOB;

— aKTHBHOE OTCIISKUBaHWE MOAU(HKALNI CYIIECTBYIOUIUX CPENCTB 00padoT-
K1 MH(OpMaInH, TOJKIIIOYEHHE HOBBIX CPE/ICTB, HCIIOJIb30BAHUE CIICIIUAIN3UPO-
BAHHBIX YTHJIHUT, BHEJPEHUE MPOTPAMMHBIX 3aKJIaJ0K U «UYEPHBIX XOAOB)» B CHU-
cTeMy, MOJKJIIOUYEHHUE K KaHajaM Nepeaayyl TaHHbIX.

YpoBeHb 3HAHHMU HapyWIHTENIsS OTHOCHTEIHLHO OpraHW3alMu HHPOP-
MalMOHHOM CTPYKTYpBHI:

— TUNOBBIC 3HAHUA O METOJaX NOCTPOCHUA BLIYUCIUTCIBHBIX CHCTEM, CETEC-
BBIX IIPOTOKOJIOB, HCIIOJIb30BAHUE CTAHIAPTHOI'O0 Habopa Mmporpamm;

— BBICOKHUI YpOBEHb 3HAHHUM CETEBBIX TEXHOJOIMH, ONBIT pabOTHI CO CIieIHa-
JIN3UPOBAHHBIMU IIPOTPAMMHBIMU NPOAYKTAMU U YTUIIUTAMU;

— BBICOKHMC 3HAaHHA B O6J'IaCTI/I MporpaMMHUpOBaHus, CUCTEMHOI'O IMPOCKTHUPO-
BaHU U SKCIUTyaTalli BBIYUCIUTENbHBIX CHCTEM;

—oOnagaHue CBENCHUSMU O CPEACTBAX M MEXaHM3Max 3alllUThl aTaKyeMon
CHCTEMBI;

—HapyLIUTENb SBJISUICS pa3pabOTYMKOM WIM NPHHHMAJ yJacTHe B peau3a-
LUK CHUCTEMBbI 00ecriedyeHUs] THPOPMAIMOHHON O€30I1aCHOCTH.

BpemMs UHQpOPMAIMOHHOTO BO3/AEHCTBHS:

—B MOMEHT 00pabOTKU HH(OPMALIUH;

—B MOMEHT IlepeJjaull JaHHbIX;

— B IIpoIlecce XpaHEeHHs JaHHBIX (Y4HUTBIBas pabodyee U Hepabodee COCTOSHHS
CHCTEMBI).

I[lo mecTy ocymecTBIEHUS BO3ACUCTBUS:

—yAaJEeHHO C MCIONb30BAaHUEM IepexBaTa MH(POpPMAINH, Neperaromencs mo
KaHaJlaM Iiepeladyl JaHHBIX, WM 0€3 €€ UCIIOIb30BaHus;

— JIOCTYII Ha OXPaHAEMYIO TEPPUTOPUIO;

— HETIOCPE/ICTBEHHBINH (DU3NYECKHI KOHTAKT C BBIYMCIHUTEIBHOW TEXHUKOM,
TIPY 3TOM MOXXHO BBIIEIUTB: TOCTYI K PaOOYNM CTAHIMSIM, CepBEpaM MpeIIpHsi-
THSI, CHCTEMaM aIMHUHUCTPUPOBAHHS, KOHTPOIS U YIPaBJICHHUs MH(OPMALTMOHHOH
CHCTEMOM, MporpaMMmaM YIpaBJICHHS CHCTEMbI oOecrieueHus: HH(OpMaIMOHHON
0€30MaCHOCTH.

Iopsiaok BHINOJIHEHUs PadOThI

1B cootBercTBUHM ¢ mocnenHed mudpoi mudpa u3 Tabmumpl 2 BHIOpATh
HapymumTesnst ”HPOpMaMOHHOH 6e30IMacHOCTH.

2 OnpenenuTs MOTEHIMAN HAPYIIUTENb HH(HOPMAIMOHHON O€301acHOCTH.

3 Onpenenuth, K KaKUM KJ1accaM OTHOCHUTCS HApYIIUTENb MH()OPMAIMOHHOH

4



0€30MacHOCTH B COOTBETCTBHH C KilacCU(HKAILIEH, TPE/ICTABICHHON B KPaTKUX
CBEICHUSX U3 TEOPUU.

Tabnuya 2 — HapymmTean nH¢popManHOHHOI 0e30MacHOCTH

Ludpa Hapyumrens nHGOpMAaLHOHHOM Iudpa Hapyumrens napopMamoHHO
nmdpa 6e30macHOCTH mudpa 0€30I1acCHOCTH
0 HecoBepuieHHoNeTHII Xakep 5 OnBITHBIA XaKep OJIMHOYKA
PaGoTHHK NpeNIpUsITHS, HE OTHO- o
1 aGo o peATIp » HE OTHO 6 YBoJIeHHBIN pabOTHUK
csinmiicst K cayx6e 31
2 I'pynna xakepos 7 PaGotHuk cnyx0Obl 31 npennpusiTis
CriennozipasieneHue KOHKypupy-
3 1HIOApasA ypHpy 8 PasBezka cBoero rocyapcrea
OIIel KOMITAaHUHU
4 PasBenka qpyroro rocyaapcrsa 9 Teppopuctuyeckasi [pynupoBKa

4 J1nis1 BBIOPaHHOTO HapyHIUTENs] HH)OPMALMOHHON 0€30MacHOCTH TIOCTPOHUTh
MOJIENb B COOTBETCTBUH C YKa3aHHOH BbIle ()OPMOU IpeicTaBieHus (CM. TaOIu-
1y 1), ucrons3ys B KauecTBe 00BEKTa 3alIUThl HHPOPMAIHOHHYIO CHCTEMY, HC-
CJIE/IOBaHHYIO B MpaKkTUieckoit pabore Ne 1.

Coaep:xkaHue oT4eTa

1 Lenb paboTHI.

2 Knaccudukanys v NoTeHIpan HapyuTessi THPOPMAIMOHHOM O€30MacHOCTH.
3 Mopens Hapymurens HHGOPMALMOHHOW 0€30MaCHOCTH.

4 BeiBop 1o pabote.

KOHTPOHLHLIC BOIIPOCHI

1 Yro Takoe MofIeNb HapyIIUTENs HHPOPMALIMOHHOM Oe30macHoCTU?

2 C Kako# LeNbIO CTPOUTCS MOJIEITb HAPYIIUTEINsT HHPOPMALIMOHHOM 6e30macHOCTH?

3 KakoBa MeTO/IMKa MTOCTPOSHUSI MOJIENI HapyLIUTeIsl HHPOPMAIMOHHOW Oe30macHo-
ctu?

4 Yo Takoe NOTEHLUHUAT HAPYLIUTEIs HHPOpMAIIMOHHON Oe301acHOCTH?

5 Ilo KakuM OCHOBHBIM KPUTECPHSM MPOH3BOIUTCS KiIacCH(DUKALNS HAPYIIUTENeH HH-
(dbopmarmoHHo# Ge3omacHoCTH?

6 Kakue xiaccel Hapymureneil HHPOPMALMOHHON 0e30MacHOCTH SBIIIOTCS Hanbomee
OIMACHBIMH JJIsI ONPE/ICIICHHOH HH(OPMAIIMOHHOW CHCTEMBbI?



